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from Mike Kerwin

These are typical questions asked by
investigators on the “Hill” in DC when problems arise,
whenever there is even a hint of blame to assign.
(Funny, we don't need investigations when looking for
people to take credit!) But they are the mighty public
figures doing what we elected them to do, so how does
that apply in our daily lives? This my friends is just
the theme for my ramblings this month, which apply
to something most of us do a couple of times a year —
look for travel deals.

In writing this to a group of geeks | am
presuming that each of you have at least dabbled in
the world of online travel rather than relying entirely
on a local travel agent. It’s not t hat travel agents don't
come in handy, especially for complex travel plans, but
my typical vacation involves hopping from city to city
to visit family, friends, and special events. For this,
the Internet offers many ways to find what'’s avail able,
to suggest reasonable alternatives, and to avoid some
of the fees that t ravel agents now charge. This latter
feature came about as the travel industry tried to cut
their costs by stopping and/or reducing the booking
commissions paid to the travel agents. So now the
agencies have passed the costs for their services on to
the ultimate payer, you and me as customers.
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As the newsletter goes to press, we have
space on the APCUG website. We have also
registered the URL www .myCMUG.org. Right now
the URL doesn’t point to our space, but we hope that
will be working soon.

happy to provide booking services for r easonably low
fees (or not-so-reasonable: read the details before
pressing the final “enter” key).

I have used several of these services in the
past (Expedia, Travelocity, Orbitz, CheapTickets, etc).
I have even put an icon on my browser toal bar for
SideStep, which searches across sites to provide
comparison information aimed at finding the best deal
available. This latter approach can sometimes find a
better selection of times and fares than a single site
alone. You may have your favorites as well, and |
would welcome a sharing of information.

| travel across the country several times a year
to visit family in Dallas, TX and Phoenix, AZ and with
an occasional short hop to Buffalo, NY. | like seeing
the choices which formerly only the travel agent could
see; much more fun than staring at the back of a
bulky monitor and wondering whether the agent was

finding me the best alternative, or instead ‘

If you have booked
any of your own travel, you

Next General Meeting

have a sense of how confusing
it can be, since not all
websites have the same
access to information. In some
cases the airline has
restricted its information to
only its own website, again
with the claim of cost saving.
Since Southwest, often the
low fare winner, has proven
itself uniquely profitable,
there may be some solid
reasoning behind this
approach. However there are
several websites which claim
to represent multiple air
carriers, hotels, car rental,
etc., companies which are

Next Windows SIG Meeting
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steering me to deals that were more expensive
for me but better commission for them. | have
Hank Volpe from WBAL is back to bring us up-to-date on HD TV: different
ways to watch it, different interfaces, and what’s coming in 2007. He
will also touch on FM HD radio, which he has been involved with
recently.
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“ had successes and failures with both approaches.
For example last year | tried to combine the air

and hotel portions of my trip to CES, but the
website and the human backup failed to find a hotel
room for me, and that was in Las Vegas where there
are hundreds of thousands of hotel rooms. | also recall
resorting to seeking travel agent help for trips which
don't end where they began, though the websites are
getting bett er about this.

| have to admit that this self booking also
leads to some self-doubt. Did | really find the best
available fare for my travel times? To me it feels a bit
like buying a car. The salesman seems to have access
to more information than | do, and there is always a
nagging worry, “Could | have gotten a better deal
down the street?’ Seeing this need, some enterprising
folks have stepped up with new websites which offer
to compare airfares available at a given time and over
the course of time. For comparison think of buying a
convertible in February, do you think the price might
be lower than in the prime driving time of May
through September? How would an individual
consumer know?

Two of the firms which are offering services to
help with this conundrum are
www .farecompare.com and www .farecast.com.
They_are trying to answer the question “Could | get a
better price if | wait or should | purchase early?’ This

is a tough question as it also brings in to play the
balance of availabili ty vs cost. You may have received
“last-minute” offers as airlines try to fill planes for less
popular destinations and reduce fares as an incentive.
Personally | come down on the side of trying to tie up
a suitable schedule
rather than
| waiting too long
L and finding the
B . .
- 3 F flight times |
|| prefer to be all
- taken. | find it
troubling enough
that sometimes the airline changes its flights before |
fly (sometimes without notification) and | end up in
some intermediate airport for several hours for their
convenience — boo hiss!
| visited these two sites before writing this
month, using my upcoming trip to Dallas for
comparison purposes. | had booked prior to reading
about t hese sites in the Baltimore Sun a few days ago.
Both of these sites are free in that no upfront
membership is required, but t he pages of both are full
of banner ads which may be how they are supported.
Both offer charts showing recent airfare, though with
differing time frames. The Farecast site shows only
about t wo weeks of fares but offers advice in the form
of a “Tip: Buy”. The FareCompare page shows more
than a year’s worth of fares and both coach and
business class of travel. It has both a previous month
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chart and a longer term
which shows high, low, and
average. It also has a
“widgets” section which
contain little iconic links to
Google Desktop, Yahoo
Widget, Apple Aficionado,
and FireFox Extension. | did
not try these, but if one of
you does, please let me know
how they work.

The Farecast site
show a lot of flights and
includes most of the airlines
flying the route | chose, but it requires a lot of clicking
to see all of the data and does not distinguish the
various classes of travel even though the fares shown
vary by up to $1000. It seems hard to believe that a
Coach fare could vary that much so maybe some of the
high end represents Business class. This site includes
Southwest, but no fares are shown until one clicks
over tothe SW website — click, click, click, ... It does
have 5 colorful arr ows which indicate whether to buy
or wait and the confidence level in each prediction. It
has a nice demo of it features.

The Sun article also mentions that Kayak.com
has “Best Fare Trend” section but | was unable to find
this to add to my little discourse.

So now you have a couple more sites you can
visit in planning your travel. Have fun and remember
that travel is an adventure so keep smiling through all
of the hassles.

CMUG Business

On to business of our own. First, thanks to
Tom Alizio for demonstrating how the PC is changing
lifein the DJ lane. | was fascinated to see all of the
possibilities from such a small piece of equipment. As
a follow-up, | attended a wedding reception using a DJ
who only brought the PC and speakers, unfortunately
no one could understand a word he was saying over
the speakers — Tom came through very clearly by
comparison.

This month we will have Hank Volpe bringing
us up to date on HDTV and Internet TV (no, not just
the *.tv websites from Tuvalu).

On another matter, you may read more here
about our quest t o put ourselves back on the Internet.
The Board met and voted to purchase our own Domain
name and to look to APCUG to host our new site. We
will keep you informed of our progress.

| look forward to seeing you at the meeting
though | may be late to arrive due to a work meeting
that day.

" UMD
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by Bob Click, Greater Orlando Computer Users Group

| read about a Florida company (CellAntenna)
that makes some interesting products. One of them is
called the CJAM 100 Portable Personal Cellular
Jammer that is capable of blocking cellular
communications in a relatively small area. |
understand it's against the law to jam cellular signals,
but this product is only sold to government agencies.
Wouldn't it be nice to have such a device activated
when you are sitting in a restaurant with people

around you talking on
N\

their cell phones as
though the other party
can’'t hear well ? You've
probably been there, but
maybe | am more
unlucky than most in
that regard.

| can think of a
few other situations
where that product
might be handy.
Embedded in the highways might be nice so drivers
could concentrate more on their driving than talking
with their friends. On the other hand, it wouldn't keep
drivers from all the other bad habits we've all seen
such as eating, drinking, applying makeup, reading
(I've seen that) and many other things while driving
down the road. Check the article in Information Week
magazine: www .informationweek.com/
showArticle.jhtml?articlelD=191901845.

Something else | read about is “LifeShirt”
which was created by VivoMetrics a few years ago and
has been tested and researched by various companies
for different purposes. It is capable of measuring some
30 biometric readings for people who might be
severely ill. It keeps the data on a flash card for
whatever use is needed so that vital data for a patient

8 SFRP 1QJ 0 HFHIQIV

Here's is what we have planned for the next
few meetings. To suggest a meeting topic (especiall y
if you can suggest a possible speaker for the topic),
please talk to me at the meeting, or via email at
cdlots@ahoo.com.

$QEHZ 5HQ

November 15: To be determined.
December 20: Annual pot-luck Holiday Meeting!

January 17, 2007: Amy Karlson will speak on her

research at the University of Maryland on one-handed

use of mobile devices, and general interface design
issues.
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can be tracked. However, | didn't see anything about
measuring hormones, but | guess if you were critically
ill, that might not register. | think my wife should get
me one for our anniversary so she will know my
moods. However, at this point in my life, it is doubtful
much of anything will affect my heart rate unless the
doctor says | will probably stick around for another
three months. (until my next appointment):

www .vivometrics.com .

Out With the Old, In With the New (and
Better)

You all know Dave Whittle. He has presented
products at your meetings and entertained you in the
process. He has a new and different deal for us and is
offering me the first opportunity to spread the word
about t his special offer on new laptops. | have noticed
a trend for some people to even use them for their
desktop so perhaps that way you only have to invest
in one computer, but a versatile one. Since you all
know him, | asked him to tell it in his own words
below:

“Good news for those of you in the market
for laptops. I've arr anged for DealsGuy readers and
user group members everywhere to get a 6%
discount on genuine Thinkpads! Most of us
remember them as IBM Thinkpads but IBM sold
that division to Lenova so now they're called Lenovo
Thinkpads, but t he engineering, quality and service
are still the same. People prefer Thinkpads because
they have great human factors (such as elegant
design, lightweight, battery life, and durability)
and offer such nice features as spill-resistant
keyboards, a built-in keyboard li ght, choice of a
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The Windows Special Interest Group (SIG)
meets on the 4th Tuesday of each month. The SIG
focuses on using and maintaining Windows, all
platforms. We take questions, present tips and
techniques, demonstrate freeware/shareware and
even feature some web topics using a little trickery.

This month’s topic will be a continuation of
last month’s “Hacking Your Way Thru Windows.” |
also have some neat freeware/shareware to demo if
we have time. If you have a suggestion or a topic for
a future SIG meeting, please email me at
mikes line@hotmail.com.

Remember that the meetings are now at the
Florence Bain Senior Center, and begin at 7 pm. See
the CMUG website at www .millkern.com/cmug for
maps and directions.

Hope to see you there.




“ Trackpoint or Touchpad for controlling a mouse,
the Active Protection System (which prevents
hard disk damage from shock or dropping), dual
antenna for better wireless reception, and a variety
of great system software to make life easier, which
IBM calls ‘ThinkVantage Technologies.’

“Also, be sure to get the integrated
fingerprint reader as well if you care about keeping
your laptop data secure. Thinkpads are more
reasonable than you might think for the quality you
get (prices start at under $680), especially
considering you can get 6% off the web site prices
(see below). What's more, the Gartner Group
estimates that Thinkpads save you 20% to 30%
compared to other brands on the total cost of
ownership over the life of the laptop, due to factors
such as better testing and easier maintenance,
durability, and usability.”

“Here's how to get this special 6% discount
on the Thinkpad configuration of your choice.
Simply call Lenovao's user group
inside sales rep, Isaac Williams,
directly for help in configuring your
system, or to get answers to your
questions. Call 1-877-338-4465,
Option 1, Extension 6322. Just tell
him the name of your user group and
give him the discount code for user
groups, which is 42390.

“Alternatively, for fastest
response, you can just go to
www.lenovo.com/ products/ us/
en and click on ‘Thinkpad
notebooks’, and then on the Series you'd like to
configure. After you choose all of the options you
want, click Add to Cart, and then click on E-mail
this Page. E-mail itto dave.whittle@sa.net and
he will quickly forward it on to Isaac, who will
contact you to confirm the order, answer questions,
and get your payment information. That's all you
need to do to save between $40 and $210 on your
new laptop while ensuring that you get the very
best laptop available, customized just for you, and
as quickly as possible.”

| asked Dave about the Thinkpads being Vista
compatible, and they are except for perhaps the low
priced ones. If you might upgrade to the Vista
operating system in the future, ask when ordering. He
gave no deadline for the deal, but | wouldn't wait too
long for this great saving.

Are You Into Mapping?

ArmCode has released Arm Map Explorer,
which recreates all the functionalities of Google Maps
while adding new ones like viewing a map with a
coordinate grid on it, getting precise coordinates of any
location on a map, moving to a needed location based
on specified coordinates, and more. This software
brings Google Maps to your desktop and lets you find
any location on the planet like cities, borders, roads
and other cartographic objects and view them as
dynamic interactive maps. You can drag such maps so
you won't have to click and wait for graphics to reload
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each time you want to view adjacent parts of a map.
Basically, Arm Map Explorer 1.0 all ows you to work
with interactive maps in much the same way as you
would with a regular street map.

However, Arm Map Explorer 1.0 goes beyond
the feature set offered by Google Maps. You can move
to a needed location on a map based on the
coordinates you specify. Using the object tree, you can
easily locate and view capitals of states, large cities,
world's landmarks, monuments, international airports
and other interesting buildings and locations. You can
also save a map as a file or print a map to take it with
you on a trip, and use it as a regular paper map. It
can, for example, help you study geography, both
physical and economic. The program will display a
satellite view for any locations such as hydroelectric
stations, cities and other large objects. You can zoom
the view in and out and pan in any direction.

Arm Map Explorer 1.0 runs under
Windows 98/NT/2000/XP/2003 and you
can get it without any payment or
registration. Additional information on
Map Explorer, as well as its installation
distributive is available from
www .armcode.com. ArmCode is a
software developer that specializes in
cartographic software. Along with XMAP,
the company is the author of Alien IP and
ZIP Pointer. Alien IP locates a computer
on a map based on a specified | P address.
ZIP Pointer locates a city in North America on a map
based on a specified ZIP or postal code. For more
information, visit the ArmCode Web site.
Product page: www .armcode.com/ map-explorer/
index.htm
Direct download link: www .armcode.com/
downloads/ map-explorer.exe
Postal address:

Pacific Business Centre,

Att: ArmCode, #101 - 1001 W. Broadway,

Suite 381, Vancouver, BC V6H 4EA4,

Canada Tel: +1 (206) 338-6423

That’s It for This Month

Be aware that | have recently posted some new
announcments on the New Product Announcement
Page of my website at ww w.dealsguy.com.

Meet me here again next month if your editor
permits. This column is written to make user group
members aware of special offers or freebies | have
found or arranged, and my comments should not be
interpreted to encourage, or discourage, the purchase
of any products, no matter how enthused | might
sound.
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by Mike Mitchell via APCUG

Lately, | have been approached by several
parents asking if there is a reliable Internet filtering
solution they can install on the computer for their
kids. It also occurred to me that even some adults
might be interested in content filtering software, to
possibly decrease the risk of spyware, malware and
viruses being installed on their PCs. (Most of that
comes from inappropriate sites anyway.)

The statistics are staggering: 5,000
pornography sites registered daily; nine of ten kids
ages 8-16 have viewed pornography on the Internet,
often in the process of doing homework; one in five
children ages 10-17 have received a sexual solicitation
over the Internet — and those are stats for just one
category!

The FBI's website lists the following as
indications that your child might be at risk online:

& Your child spends large amounts of time online,
especially at night.
You find pornography on your child’s computer.
Your child receives phone calls from people you
don't know or is making calls, sometimes long
distance, to numbers you don't recognize.

& Your child receives mail, gifts, or packages from
someone you don’t know.

& Your child becomes withdrawn from the
family.

filter such as uninstalling the product or disabling
the driver, with no success, which is comforting to
parents. (You have to know the password to
uninstall it.) | suspect though, that a determined
tech-savwwvy teenager might eventually find a
solution. The only real downside was the slight
slowing down of my browsing as a result of it being
re-routed through the K9 servers. This will mainly
be of concern to dial-up users.”

Installation is quite simple. When you go to
the download page, you register your name and email
address. They will send you an email with the
download link and a password to use during
installation. | believe you can use the same password
on more than one PC but they would like you to
register a different name/email address/password for
each family. During the first use, the software asks
you for an administrator password (don't tell your
kids!!!) so you can manage the settings in the control
panel. The program works regardless of how many
user accounts are set up on the PC. (The program icon
doesn’'t need to be copied/created on the other user
accounts’ desktops, which would be a good thing
anyway.)

The sign-on screen for the control panel offers
two options, View Internet Activity and Setup Options.
Accessing either requires administrator password
privileges. The screenshot below shows the Internet

K9 Web Protection Administration &t

Since so many sites these days have
inappropriate content, | checked the filtering
software possibilities out there. Most of them
charge a fixed or a monthly fee (some quite
expensive) but, lo and behoald, | think I've
found a free one! My buddy Gizmo from Tech
Support Alert

(www .techsupportalert.com) recommends % ViewActvity Summary
2 View Activity Detail

BlueCoat’'s K9 Web Protection

(www .k9webprotection.com) as his top
free parental filter. Gizma's description is as
follows:

“K9 Web Protection is a web-based
service that uses a special driver installed on
your PC toredirect all your browsing through
K9's servers where it is filtered for content.
This means that the filtering works for any
browser installed on your PC (Internet
Explorer, Firefox, AOL, etc.). The actual
filtering itself is highly customizable from a
password protected control panel at K9's web
site with over 55 selectable categories plus
the ability to restrict or permit individual
sites. Full reports on sites visited are also
avail able from the control panel.

“The filtering seems quite accurate; |
only found one site in an hour of browsing
which | felt should not have been blocked. | also
liked the optional blocking of Spyware and Adware
sites. | tried a few obvious ways of crippling the
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VIEW INTERNET
ACTIVITY

’(“ HOME Mg, VIEW INTERNET ACTIVITY
g -

x SETUP

--Jfﬂ View Activity Summary

{3 ceTHELP

7 This page is an overview of your intemet activity. [ Mere help... ]

Category Summary General Overview
55 {since Sun 06/20/06 04:50PM)

1 URL reguests 184

12 Blocked by category 20

g Blocked by keyword [}

[ Blocked by URL override 0

s z Allowed by URL override o

) AdultiMature Content 2 Local requests 0

& Search EnginesPortals 2 Unrated 0

& Ads/Entertainment hed System overrides 0

& Shopping a2 Support files 70
1

) Peer-to-Peer (P2P) [Reset All Counters ]

Most Recent Admin Events

Fri08/25 Allow "Humor/Jokes” from now on
01:48PM
Fri 0&/25
01:48PM
Fri D&/25
03:47PM
Fri D&/25
03:48PM
Fri D828
03:59PM

Allow "Software Downloads™ from now on

Wodified time restrictions

Wodified time restrictions

lodified time restrictions

[ View full log ]

Bluef3Coat

Activity Screen. It gives you the category

summary and general overview of the websites
that have been visited from all users on that PC.
Page 5



“ In Activity Detail, it will actually list the individual sites
that were accessed. You can reset the counters after each
time you look at the stats or every month, etc., sothelog
file won't become too large.
Below is a screenshot of the the Setup Options area.

The options in this area are:

a8 Web Categories to Block — Sets the categories to block. It
offers several protection levels of filtering, or you can make a
custom filtering level if you wish.

& Website Exceptions — Sets websites you always want t o block
or allow. (Those are bypassed from being filtered.)

a8 Web Search Options — Using Google SafeSearch will filter
search results you get from Google. This will reduce the
amount of adult material that is returned when you search
with Google.

a8 Time Restrictions — Allows you to “turn on” or “turn off” the
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Internet at half-hour intervals throughout
the whole week. You can drag/select more
than one block at a time to make setting
it go a lot faster.

a8 Blocking Effects — Set other default
options. If speakers are turned on, you
can enable the program to “bark out loud”
tolet a nearby parent know their kids are
trying to go to inappropriate sites. Also,
there is a setting where if users go to too
many blocked sites within a set time
frame, it will deny Internet access for a
period of time. (All are adjustable by the
administrator.)

a URL Keywords — You can place words in a
list soif that word shows up on a website,
the page can be blocked, or the words on
the site just won't be shown when the
page is displayed. (That will probably not
work for words embedded in a graphic on
a web page.)

a8 Change Password — Ditto...

There are two things you will want to
keep in mind. First, any block or notification
from the program on the user’s display can
be overridden by an administrator’s
password. If it is a questionable site, you can
override it for 15 minutes and then it will go
back to “blocked” status, or you can
permanently permit it t o be displayed. If you
try to access the Internet during a time of
the day when time restrictions deny it, you
can enable a temporary override for 15
minutes with the administrator’s password.
Second, if you make any changes to any page
in the Options area, make sure you click the
“Save Changes” button on each menu or the
changes won't be saved. (It will remind you
of that if you go to a different screen without
saving.)

Overall, the parents whose computers
I've installed this program on have been very
pleased with the results. They have
broadband connections and did not notice
any difference in their download speed. If
you like this program, please spread the
word about K9 Web Protection to all of your
friends, parents, etc. who would benefit from
content filtering software.

This article comes to us from APCUG,
the Association of Personal Computer User
Groups, of which CMUG is a member. Mike
Mitchell is a board member and the
newsletter editor for the Topeka (Kansas) PC
Users Club; their website is at
ww w.topekapcusersclub.org. Mike can

be reached via email at
mike.mitchell @ox.net.
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by Mike Moore via APCUG

In many respects, Microsoft’s dominance in the
areas of Internet Browsers, Office Suites and of course
Operating Systems is puzzling, at least in the past few
years. Open Source software such as the free
OpenOffice.org suite has come into its own and the latest
Apple Macintosh computers are brought to market with
an operating system featuring iron-clad Unix
underpinnings and a cheeky marketing campaign
designed to turn PC users away from Windows.

And yet, due to the sheer number of PCs out
there with Microsoft branding, Windows still commands a
staggering market share, in spite of no major upgrades to
either Internet Explorer or Windows XP in 3 and 5 years,
respectively.

Microsoft’s answer to the rapidly changing
personal computing scene has been a complete rethinking
of Windows from the ground up.

Vista, a new operating system due out around
January of 2007 and now in beta testing around the
world, seeks to redesign the way we use computers,
particularly Internet and media-enabled computers.
Previously code-named “Longhorn,” this release is about
as far removed from XP as XP was from the dd text-
based DOS operating systems.

Although Microsoft is still hard at work finalizing
the features of this blockbuster operating system, you can
look forward to these new features, which will i n most
cases require a pretty beefy computer for support:

Aero

Aero is the name given to a new and visually
stunning 3-D like graphical interface, which is curr ently
known as the Desktop and Windows Explorer. In Vista,
Microsoft introduces the Desktop Window Manager that
will feature new technologies for application developers,
transparent window effects, animations and file previews
that all told will knock your socks off. See some of the
previews of this interface at ww w.microsoft.com/
windowsvista.

The full set of Aero features will be avail able on
computers that support DirectX 9.0 and beefy video
cards, so prepare to upgrade (and prepare to donate your
existing computer to Gene Iglehart!).

Security

Microsoft has completely turned Internet security
on its head in the new Vista vision, choosing to default a
normal Windows user to a limited access, virus-armored
profile, as opposed to the current default of a normal user
having unlimited rights to the file system. Users that
require more permissions on their acoounts will have to
make conscious (and hopefully well-informed) efforts to
undo the protection Vista has built in to each account.

Quick Search
Windows 2000 and XP relied on indexed search
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techniques that were effective to a point, at a cost of
much hard drive overhead and a keyword-based search
methodology. Vista takes this a giant step farther and
looks for both file content and something call ed meta-
data. This will i ncrease the relevancy of our searches for
information on our machines, and will also help integrate
local hard drive searches with Internet searching.

For example, file name searches are often useless
when looking in a directory of photographic image files
where the digital camera has named them with non-
descriptive serial-number-like file names. Imagine
describing a photograph to your computer and having it
go out and look for, say, a photo with a white church
steeple, or a recorded song file that sounds like a tune
you hum into a microphone. With Vista and other search
engine companies like Google, we are poised at t he brink
of an explosion in searchability — a good thing
considering all of the information that is out there!

WinFX

WinFX is an applications interface that
supersedes the Win32 standard introduced in 1993. An
Applications Programming Interface (API) is a set of
standards and library routines that serve to control
Windows — everything from the way applications are
installed to all of the various standard ways in which a
program can manipulate a window. The API is the way
that many thousands of programs, hardware drivers and
video games are able to communicate with Windows
without Microsoft having to license the Windows
operating secrets to each vendor. If you think of each way
in which a particular windows feature can be controll ed
as being closed black box, the APl standards are the
knobs, butt ons and dials on that box. WinFX means that
developers with designs for software that isto run under
Vista need to be ready to study hard, because WinFX
changes everything. The new API also means that we are
bidding goodbye to our beloved DOS command line pretty
much for good, running Vista.

As different as WinFX is, it should be thought of
as a superset of Win32, which means that we won't
necessarily have to buy all new software, at least not
right away.

Windows XP is my favorite operating system to
date, and | predict that Microsoft will have to float some
pretty good deals, and computer vendors will need to
price sharply to get mainstream users to upgrade.
Computer experimenters, those individuals that get
really steamed when their cousin gets a faster computer
than they have, will li kely upgrade immediately, and
hopefully BGAMUG will be able to refurbish what
equipment they cast off in the quest for Vista!

This article mmes to us from APCUG, the
Association of Personal Computer User Groups, of which
CMUG is a member. Mike Moore is president of the
Bowling Green Area Microcomputer User Group in
Kentucky (www.bgamug.com). He can be reached by
email at webstar @hughesnet.
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by Mindi McDowell via APCUG; produced by US-CERT
(United States Computer Emergency ReadinessTeam)

When there are multiple people using your
computer and/or you store sensitive personal and
work-related data on your computer, it is especially
important to take extra security precautions.

Why Isn't “M ore” Bett er?

Maybe there is an extra software program
included with a program you bought. Or perhaps you
found a free download online. You may be tempted to
install the programs just because you can, or because
you think you might use them later. However, even if
the source and the software are legitimate, there may
be hidden risks. And if other people use your
computer, there are additional risks.

These risks become especially important if you
use your computer to manage your personal finances
(banking, taxes, online bill payment, etc.), store
sensitive personal data, or perform work-related
activities away from the office. However, there are
steps you can take to protect yourself.

How to Protect Your Data
How can you protect both your personal and
work-related data?
a Use and maintain anti-virus software and a
firewall. Protect yourself against viruses and Trojan
horses that may steal or modify

available, you should turn it on.

Evaluate your software's settings. The default
settings of most software enable all available
functionality. However, attackers may be able to
take advantage of this functionality to access your
computer. It is especially important to check the
settings for software that connects to the Internet
(browsers, email clients, etc.). Apply the highest
level of security available that still gives you the
functionality you need.

Avoid unused software programs. Do not clutter
your computer with unnecessary software
programs. If you have programs on your computer
that you do not use, consider uninstalling them.
Consider creating separate user accounts. If there
are other people using your computer, you may be
worr ied that someone else may acddentally access,
modify, and/or delete your files. Most operating
systems (including Windows XP, Mac OS X, and
Linux) give you the option of creating a different
user account for each user, and you can set the
amount of access and privileges for each account.
You may also choose to have separate accounts for
your work and personal purposes. While this
approach will not completely isolate each area, it
does offer some additional protection.

Establish guidelines for computer use. If there are
multiple people using your computer, especially
children, make sure they understand how to use
the computer and Internet safely. Setting
boundaries and guidelines will

the data on your own computer
and leave you vulnerable by

 help to protect your data (see
! Keeping Children Safe Online for

using anti-virus software and a
firewall (see Understanding Anti-
Virus Software and
Understanding Firewalls for
more information: www .us-
cert.gov/cas/tips/ST04-
005.html and www .us-cert.gov/
cas/tips/ST04-004.html). Make
sure to keep your virus

more information: www .us-
cert.gov/ cas/ tips/ STO05-
002.html).

a Use passwords and encrypt
sensitive files. Passwords and
other security features add layers
of protection if used appropriately
(see Choosing and Protecting
Passwords and Supplementing

definitions up to date.

a Regularly scan your computer for
spyware. Spyware or adware
hidden in software programs
may affect t he performance of
your computer and give attackers access to your
data. Use a legitimate anti-spyware program to
scan your computer and remove any of these fil es
(see Recognizing and Avoiding Spyware for more
information: www .us-cert.gov/ cas/ tips/ ST04-
016.html).

a Keep software up to date. Install software patches
so that attackers cannot t ake advantage of known
problems or vulnerabilities (see Understanding
Patches for more information: www .us-cert.gov/
cas/ tips/ STO04-006.html). Many operating
systems offer automatic updates. If this option is
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Passwords for more information:
www .us-cert.gov/ cas/ tips/
ST04-002.html and www .us-
cert.gov/ cas/ tips/ STO05-
012.html). By encrypting files,
you ensure that unauthorized people can't view
data even if they can physically access it. You may
also want to consider options for full disk
encryption, which prevents a thief from even
starting your laptop without a passphrase. When
you use encryption, it is important t o remember
your passwords and passphrases; if you forget or
lose them, you may lose your data.

Follow corporate policies for handling and storing
work-related information. If you use your
computer for work-related purposes, make

sure to follow any corporate policies for
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by Sandy Berger via APCUG

Everyone has computer woes...even me. Last
week my office computer slowed to a crawl when
accessing anything on the office network or on the
Internet. It was so slow that | was anxious to begin
troubleshooting.

Since we had recently moved to a new office,
the first suspect was the network cabling. | replaced
cables on both ends and used my laptop to confirm
that the network was fine. It was obvious that
something in my computer was the problem. So the
next order of business was to scan for viruses. Since |
always use an up-to-date antivirus program, keep my
operating system patched, and don't open uninvited
attachments, | felt my computer was probably virus-
free. The virus scan confirmed that my problem was
caused by something other than a virus.

My next thought was that | probably had
some spyware in my computer. These unwanted
programs infiltrate computers without the user’s
knowledge. They can wreak havoc with a computer.
So | ran a spyware detection program named Ad-
Aware (www .adaware.com). Thisis a free program
that | have used for years with good results. This
time, it didn’t find anything. So | turned to another
favorite, Spybot Search and Destroy
(www .spybot.com). Another free program, Spybot
has turned up much spyware in the past. Yet, even
though | updated both of these programs before |
scanned my computer, neither found any spyware.

Now | had a dilemma. Since | could not find
the problem, my next step might have to be
reformatting my hard drive and reinstalling all the

handling and storing the information. These
policies were likely established to protect
proprietary information and customer data, as
well as to protect you and the company from
liability.
a8 Dispose of sensitive information properly. Simply
deleting a file does not completely erase it. To
ensure that an attacker cannot access these fil es,
make sure that you adequately erase sensitive files
(see Effectively Erasing Files for more information:
www .us-cert.gov/ cas/ tips/ ST05-011.html).
a2 Follow good security habits. Review other security
tips for ways to protect yourself and your data:
www .us-cert.gov/ cas/ tips/.

This article comes to us from APCUG, the
Association of Personal Computer User Groups, of
which CMUG is a member. It was produced by US-
CERT, a government organization. US-CERT is the
United States Computer Emergency Readiness
Team, part of the U.S. Department of Homeland
Seaurity. Their websiteis at ww w.us-cert.gov.
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programs. In trying to avoid that time-consuming
hassle, | decided to try one more spyware program.
On my desktop | had two additional free spyware
tools that | downloaded for review but had never used
before: AOL’s Automatic Spyware Protection (htt p://
daol.aol.com/ safetycenter/ spyware) and
Microsoft's Window's Defender

(www .windowsdefender.com).

| decided to start with the AOL program. The
scan was faster than either Ad-Aware or Spybot, and
it unearthed several pieces of spyware that were not
detected by the previous programs. | clicked the
button that said “Eliminate Spyware” and my work
was done. My computer was immediately back to
normal.

It's unbelievable that | would have to use
three programs to find the nasty spyware that was
causing my problem, but this is the situation in
today’s spyware-infested computer world. The bad
guys are always trying to stay one step ahead of the
good guys and in some cases, they are obviously
succeeding.

If you want t o add the AOL software to your
arsenal of anti-spyware toals, it is a simple download
at the AOL Safety and Security Center at http://
daol.aol.com/ safetycenter/ spyware. You will need
to get a free AOL screen name before you download
the software by entering your name, address,
telephone, email, and date of birth. Be careful to
download only what you need. AOL will offer you
virus protection, a firewall, and an email program in
addition to the spyware software. These may or may
not be valuable to you.

| did check out the free AOL Active Virus
Shield software, which you can download at

www .activevirusshield.com. This program is
powered by Kaspersky Lab, one of the largest anti-
virus providers, and has garnered good reviews. It is
an excellent choice if you are looking for a free anti-
virus program. AOL’s free email program, however,
is probably not as good as the email program you are
already using.

Since my spyware detection encounter, | have
also tried the Microsoft Window’s Defender anti-
spyware program and | liked it as well. A year ago, |
would have scoffed at anyone using more than one or
two anti-spyware programs, but perhaps in today’s
computer environment, it's not overkill to have four
anti-spyware programs!

This article mmes to us from APCUG, the
Association of Personal Computer User Groups, of
which CMUG is a member. Sandy Berger is “The
Compu-KISS® Lady,” a consumer advocate who
works with hardware and software developers to help
them make their products more user-friendly.

Her website is at www .compukiss.com.
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