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Next Gener al M eet i ng
Hank Volpe from WBAL is back to br ing us up-to-date on HD TV: different 

ways to watch i t , di fferent inter faces, and what ’s coming in 2007.  He 
wi ll also touch on FM HD radio, which he has been involved with 
recent ly.

Wednesday, October 18, 7:30 pm....................Florence Bain Senior Center

Next Wi ndow s SI G M eet i ng
Topic: Hacking Your Way Through Windows, Cont inued
Tuesday, October 24, 7:00 pm.........................Florence Bain Senior Center
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from Mike Kerwin

These are typical quest ions asked by 
invest igators on the “Hi l l ” in DC when problems ar ise, 
whenever there is even a hint of blame to assign. 
(Funny, we don’t need invest igat ions when looking for 
people to take credi t !) But they are the mighty publ ic 
figures doing what we elected them to do, so how does 
that apply in our dai ly l ives? This my fr iends is just 
the theme for my rambl ings this month, which apply 
to something most of us do a couple of t imes a year – 
look for t ravel deals.

In wr i t ing this to a group of geeks I am 
presuming that each of you have at least dabbled in 
the wor ld of onli ne t ravel rather than relying ent i rely 
on a local t ravel agent . I t ’s not t hat t ravel agents don’t 
come in handy, especial ly for complex t ravel plans, but 
my typical vacat ion involves hopping from city to ci ty 
to visi t fami ly, fr iends, and special events. For this, 
the Internet offers many ways to find what ’s avail able, 
to suggest reasonable alternat ives, and to avoid some 
of the fees that t ravel agents now charge. This latt er 
feature came about as the t ravel i ndust ry t r ied to cut 
their costs by stopping and/or reducing the booking 
commissions paid to the t ravel agents. So now the 
agencies have passed the costs for their services on to 
the ult imate payer, you and me as customers.

I f you have booked 
any of your own t ravel, you 
have a sense of how confusing 
i t can be, since not all 
websi tes have the same 
access to informat ion. I n some 
cases the air li ne has 
rest r icted i t s informat ion to 
only i ts own website, again 
wi th the claim of cost saving. 
Since Southwest , often the 
low fare winner, has proven 
i tself un iquely profi table, 
there may be some soli d 
reasoning behind this 
approach. However there are 
several websi tes which claim 
to represent mul t iple air 
carr iers, hotels, car r ental, 
etc., companies which are 

happy to provide booking services for r easonably low 
fees (or not-so-reasonable: read the detail s before 
pressing the final “enter ” key).

I have used several of these services in the 
past (Expedia, Travelocity, Orbi tz, CheapTickets, etc). 
I have even put an icon on my browser tool bar for 
SideStep, which searches across sites to provide 
compar ison informat ion aimed at finding the best deal 
avai lable. This lat ter approach can somet imes find a 
bet ter select ion of t imes and fares than a single si te 
alone. You may have your favor i tes as well , and I 
would welcome a shar ing of informat ion. 

I t ravel across the country several t imes a year 
to visi t famil y in Dall as, TX and Phoenix, AZ and with 
an occasional shor t hop to Buffalo, NY. I li ke seeing 
the choices which former ly only the t ravel agent could 
see; much more fun than star ing at t he back of a 
bulky moni tor and wonder ing whether the agent was 
finding me the best alternat ive, or instead 
steer ing me to deals that were more expensive 
for me but bet ter commission for them. I have 
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As the newslet ter goes to press, we have 

space on the APCUG website. We have also 
registered the URL www .myCM UG.or g. Right now 
the URL doesn’t point t o our space, but we hope that 
wi ll be working soon.
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had successes and fail ures wi th both approaches. 
For example last year I t r ied to combine the ai r 
and hotel por t ions of my t r ip to CES, but the 

websi te and the human backup fail ed to find a hotel 
room for me, and that was in Las Vegas where there 
are hun dreds of thousands of hotel rooms. I also recall 
resor t ing to seeking t ravel agent help for t r ips which 
don’t end where they began, though the websi tes are 
get t ing bett er about this.

I have to admit that this self booking also 
leads to some self-doubt . Did I reall y find the best 
avai lable fare for my t ravel t imes? To me i t feels a bi t 
li ke buying a car. The salesman seems to have access 
to more informat ion than I do, and there is always a 
nagging worr y, “Could I have got ten a bet ter deal 
down the st reet?” Seeing this need, some enterpr ising 
folks have stepped up with new websites which offer 
to compare air fares avai lable at a given t ime and over 
the course of t ime. For compar ison think of buying a 
convert ible in February, do you think the pr ice might 
be lower than in the pr ime dr iving t ime of May 
through September? How would an individual 
consumer know?

Two of the fi rms which are offer ing services to 
help with this conundrum are 
www .far ecom par e.com and www .far ecast .com . 
They are t rying to answer the quest ion “Could I get a 
bet ter pr ice i f I wait or should I purchase ear ly?” This 
is a tough quest ion as i t also br ings in to play the 
balance of avai labili t y vs cost . You may have received 
“last -minute” offers as air li nes t ry to fill planes for less 
popular dest inat ions and reduce fares as an incent ive. 
Personall y I come down on the side of t rying to t ie up 

a suitable schedule 
rather than 
wait ing too long 
and finding the 
fl ight t imes I 
prefer to be al l 
taken. I find i t 
t roubli ng enough 

that somet imes the air li ne changes i ts fli ghts before I 
fly (somet imes without not i ficat ion) and I end up in 
some intermediate ai rpor t for several hours for their 
convenience – boo hiss!

I visi ted these two sites before wr it ing this 
month, using my upcoming t r ip to Dall as for 
compar ison purposes. I had booked pr ior to reading 
about t hese sites in the Bal t imore Sun a few days ago. 
Both of these sites are free in that no upfront 
membership is required, but t he pages of both are ful l 
of banner ads which may be how they are suppor ted. 
Both offer charts showing recent air fare, though with 
di ffer ing t ime frames. The Farecast si te shows only 
about t wo weeks of fares but offers advice in the form 
of a “Tip: Buy”. The FareCompare page shows more 
than a year ’s wor th of fares and both coach and 
business class of t ravel. I t has both a previous month 

char t and a longer term 
which shows high, low, and 
average. I t also has a 
“widgets” sect ion which 
contain li t t le iconic l inks to 
Google Desktop, Yahoo 
Widget , Apple Aficionado, 
and FireFox Extension. I did 
not t ry these, but i f one of 
you does, please let me know 
how they work.

The Farecast si te 
show a lot of fli ghts and 
includes most of the air li nes 
flying the route I chose, but i t requires a lot of cl icking 
to see al l of the data and does not dist inguish the 
var ious classes of t ravel even though the fares shown 
vary by up to $1000. I t seems hard to beli eve that a 
Coach fare could vary that much so maybe some of the 
high end represents Business class. This si te includes 
Southwest , but no fares are shown un t i l one cl icks 
over to the SW website – cl ick, cli ck, cli ck, … I t does 
have 5 color ful arr ows which indicate whether to buy 
or wait and the confidence level i n each predict ion. I t 
has a nice demo of i t features.

The Sun ar t icle also ment ions that Kayak.com 
has “Best Fare Trend” sect ion but I was unable to find 
this to add to my l i t t le discourse.

So now you have a couple more si tes you can 
visi t in plann ing your t ravel. Have fun and remember 
that t ravel i s an adventure so keep smil ing through al l 
of the hassles.

CM UG Busi ness
On to business of our own. First , thanks to 

Tom Alizio for demonstrat ing how the PC is changing 
li fe in the DJ lane. I was fascinated to see all of the 
possibi l i t ies from such a small piece of equipment . As 
a fol low-up, I at tended a wedding recept ion using a DJ 
who only brought t he PC and speakers, unfortunately 
no one could understand a word he was saying over 
the speakers – Tom came through very clear ly by 
compar ison. 

This month we will have Hank Volpe br inging 
us up to date on HDTV and Internet TV (no, not just 
the *.tv websites from Tuvalu). 

On another mat ter, you may read more here 
about our quest t o put ourselves back on the Internet . 
The Board met and voted to purchase our own Domain 
name and to look to APCUG to host our new si te. We 
wi ll keep you informed of our progress.

I look forward to seeing you at the meet ing 
though I may be late to arr ive due to a work meet ing 
that day.
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The Windows Special I nterest Group (SIG) 
meets on the 4th Tuesday of each month. The SIG 
focuses on using and maintaining Windows, all 
plat forms. We take quest ions, present t ips and 
techniques, demonstrate freeware/shareware and 
even feature some web topics using a li t t le t r ickery.

This month’s topic will be a cont inuat ion of 
last month’s “Hacking Your Way Thru Windows.” I 
also have some neat freeware/shareware to demo if 
we have t ime. I f you have a suggest ion or a topic for 
a future SIG meet ing, please email me at 
m i k es_l i ne@hot m ai l .com .

Remember that the meet ings are now at t he 
Florence Bain Senior Center, and begin at 7 pm. See 
the CMUG website at www .mi ll k er n .com/cm ug for 
maps and direct ions.

Hope to see you there.
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Here’s is what we have planned for the next 

few meet ings. To suggest a meet ing topic (especiall y 
i f you can suggest a possible speaker for the topic), 
please talk to me at t he meet ing, or via email at 
cd lot s@ya hoo.com .

� � � �� $QGUHZ� 5HLQ

Novem ber 15: To be determined.

December 20: Annual pot-luck Holi day Meet ing!

J anu ar y 17, 2007: Amy Kar lson will speak on her 
research at t he Universi ty of Maryland on one-handed 
use of mobil e devices, and general i nter face design 

issues.

' HDOV�IURP� WKH�' HDOV* X\
by Bob Cl ick, Greater Or lando Computer Users Group

I read about a Flor ida company (Cel lAntenna) 
that makes some interest ing products. One of them is 
call ed the CJAM 100 Por table Personal Cell ular 
Jammer that is capable of blocking cel lular 
communicat ions in a relat ively small area. I 
understand i t ’s against t he law to jam cell ular signals, 
but t his product is only sold to government agencies. 
Wouldn’t i t be nice to have such a device act ivated 
when you are sit t ing in a restaurant with people 
around you talking on 
their cell phones as 
though the other par ty 
can’t hear well ? You’ve 
probably been there, but 
maybe I am more 
unlucky than most in 
that regard. 

I can think of a 
few other si tuat ions 
where that product 
might be handy. 
Embedded in the highways might be nice so dr ivers 
could concentrate more on their dr iving than talking 
wi th their fr iends. On the other hand, i t wouldn’t keep 
dr ivers from al l the other bad habits we’ve all seen 
such as eat ing, dr inking, applying makeup, reading 
(I ’ve seen that ) and many other things whil e dr iving 
down the road. Check the ar t icle in I nformat ion Week 
magazine: www .i n for m at i onw eek .com / 
show Ar t i cle.j h t m l ?ar t i cleI D=191901845. 

Something else I read about is “L ifeShir t ” 
which was created by VivoMet r ics a few years ago and 
has been tested and researched by var ious companies 
for di fferent purposes. I t is capable of measur ing some 
30 biometr ic readings for people who might be 
severely i l l . I t keeps the data on a flash card for 
whatever use is needed so that vi tal data for a pat ient 

can be t racked. However, I didn’t see anything about 
measur ing hormones, but I guess i f you were cri t icall y 
ill , that might not register. I think my wife should get 
me one for our ann iversary so she will know my 
moods. However, at t his point in my li fe, i t is doubt ful 
much of anything wil l affect my hear t rate un less the 
doctor says I will probably st ick around for another 
three months. (unt i l my next appointment ): 
www .vi vo met r i cs.com  .

Out Wi t h t he Old , I n Wi t h t he New (and 
Bet t er )

You all know Dave Whit t le. He has presented 
products at your meet ings and enter tained you in the 
process. He has a new and di fferent deal for us and is 
offer ing me the first oppor tuni ty to spread the word 
about t his special offer on new laptops. I have not iced 
a t rend for some people to even use them for their 
desktop so perhaps that way you only have to invest 
in one computer, but a versat i le one. Since you al l 
know him, I asked him to tel l i t in his own words 
below:

“Good news for those of you in the market 
for laptops. I 've arr anged for DealsGuy readers and 
user group members everywhere to get a 6% 
discount on genuine Thinkpads! Most of us 
remember them as IBM Thinkpads but IBM sold 
that division to Lenova so now they're call ed Lenovo 
Thinkpads, but t he engineer ing, qual ity and service 
are st i l l the same. People prefer Thinkpads because 
they have great human factors (such as elegant 
design, l ightweight , batt ery l i fe, and durabili ty) 
and offer such nice features as spil l-resistant 
keyboards, a bui lt -in keyboard li ght , choice of a 
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Trackpoint or Touchpad for control l ing a mouse, 
the Act ive Protect ion System (which prevents 
hard disk damage from shock or dropping), dual 

antenna for bet ter wireless recept ion, and a var iety 
of great system software to make l i fe easier, which 
IBM cal ls ‘ThinkVantage Technologies.’

“Also, be sure to get t he integrated 
fingerpr int reader as well i f you care about keeping 
your laptop data secure. Thinkpads are more 
reasonable than you might think for the qual ity you 
get (pr ices star t at under $680), especial ly 
consider ing you can get 6% off the web si te pr ices 
(see below). What 's more, the Gartner Group 
est imates that Thinkpads save you 20% to 30% 
compared to other brands on the total cost of 
ownership over the li fe of the laptop, due to factors 
such as bett er test ing and easier maintenance, 
durabi l i ty, and usabil i ty.” 

“Here's how to get t his special 6% discount 
on the Thinkpad configurat ion of your choice. 
Simply call Lenovo's user group 
inside sales rep, I saac Wil l iams, 
direct ly for help in configur ing your 
system, or to get answers to your 
quest ions. Call 1-877-338-4465, 
Opt ion 1, Extension 6322. Just t el l 
him the name of your user group and 
give him the discount code for user 
groups, which is 42390.

“Al ternat ively, for fastest 
response, you can just go to 
w w w .l enov o.com/ pr oduct s/ us/ 
en  and cl ick on ‘Thinkpad 
notebooks’, and then on the Ser ies you'd li ke to 
configure. After you choose all of the opt ions you 
want , cl ick Add to Car t , and then cl ick on E-mail 
this Page. E-mail i t t o dave.w h i tt l e@usa.net  and 
he wil l quickly forward i t on to I saac, who wil l 
contact you to confi rm the order, answer quest ions, 
and get your payment informat ion. That 's al l you 
need to do to save between $40 and $210 on your 
new laptop whi le ensur ing that you get t he very 
best laptop available, customized just for you, and 
as quickly as possible.”

I asked Dave about the Thinkpads being Vista 
compat ible, and they are except for perhaps the low 
pr iced ones. I f you might upgrade to the Vista 
operat ing system in the future, ask when order ing. He 
gave no deadli ne for the deal, but I wouldn’t wait too 
long for this great saving.

Ar e You I n t o M app i ng?
ArmCode has released Arm Map Explorer, 

which recreates all the funct ionali t ies of Google Maps 
whi le adding new ones li ke viewing a map wi th a 
coordinate gr id on i t , get t ing precise coordinates of any 
locat ion on a map, moving to a needed locat ion based 
on speci fied coordinates, and more. This software 
br ings Google Maps to your desktop and lets you find 
any locat ion on the planet l ike ci t ies, borders, roads 
and other car tographic objects and view them as 
dynamic interact ive maps. You can drag such maps so 
you won't have to cli ck and wai t for graphics to reload 

each t ime you want t o view adjacent par ts of a map. 
Basical ly, Arm Map Explorer 1.0 all ows you to work 
wi th interact ive maps in much the same way as you 
would with a regular st reet map.

However, Arm Map Explorer 1.0 goes beyond 
the feature set offered by Google Maps. You can move 
to a needed locat ion on a map based on the 
coordinates you specify. Using the object t ree, you can 
easi ly locate and view capitals of states, large cit ies, 
wor ld's landmarks, monuments, internat ional airpor ts 
and other interest ing buil dings and locat ions. You can 
also save a map as a fil e or pr int a map to take i t with 
you on a t r ip, and use i t as a regular paper map. I t 
can, for example, help you study geography, both 
physical and economic. The program wi ll display a 
satell i te view for any locat ions such as hydroelect r ic 
stat ions, ci t ies and other large objects. You can zoom 
the view in and out and pan in any direct ion.

Arm Map Explorer 1.0 runs under 
Windows 98/NT/2000/XP/2003 and you 
can get i t without any payment or 
regist rat ion. Addit ional i nformat ion on 
Map Explorer, as wel l as i ts instal lat ion 
dist r ibut ive is avail able from 
www .ar mcode.com . ArmCode is a 
software developer that speciali zes in 
car tographic software. Along wi th XMAP, 
the company is the author of Ali en IP and 
ZIP Pointer. Ali en IP locates a computer 
on a map based on a specified IP address. 

ZIP Pointer locates a ci ty in Nor th Amer ica on a map 
based on a speci fied ZIP or postal code. For more 
informat ion, visi t the ArmCode Web site.
Product page: www .ar mcode.com/ m ap-exp lor er / 

i ndex.h t m  
Direct download l ink: www .ar mcode.com/ 

dow n loads/ m ap-explor er .exe 
Postal address: 

Paci fic Business Centre, 
At t : ArmCode, #101 - 1001 W. Broadway, 
Suite 381, Vancouver, BC V6H 4E4,
Canada Tel: +1 (206) 338-6423 

That ’s I t for Th i s M on t h
Be aware that I have recent ly posted some new 

announcments on the New Product Announcement 
Page of my website at ww w .dealsguy.com.

Meet me here again next month i f your editor 
permits. This column is wr i tt en to make user group 
members aware of special offers or freebies I have 
found or arranged, and my comments should not be 
interpreted to encourage, or discourage, the purchase 
of any products, no matt er how enthused I might 
sound. 
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Lately, I have been approached by several 
parents asking i f there is a reli able Internet fil ter ing 
solut ion they can instal l on the computer for their 
kids. I t also occurr ed to me that even some adults 
might be interested in content fil ter ing software, to 
possibly decrease the r isk of spyware, malware and 
viruses being instal led on their PCs. (Most of that 
comes from inappropr iate si tes anyway.) 

The stat ist ics are stagger ing: 5,000 
pornography sites registered dai ly; nine of ten k ids 
ages 8-16 have viewed pornography on the Internet , 
often in the process of doing homework; one in five 
chi ldren ages 10-17 have received a sexual sol ici tat ion 
over the Internet – and those are stats for just one 
category! 

The FBI ’s website l ists the foll owing as 
indicat ions that your chi ld might be at r isk onl ine:
ª  Your chi ld spends large amounts of t ime onli ne, 

especial ly at night .
ª  You find pornography on your chil d’s computer.
ª  Your chi ld receives phone call s from people you 

don’t know or is making call s, somet imes long 
distance, to numbers you don’t recognize.

ª  Your chi ld receives mail , gi ft s, or packages from 
someone you don’t know.

ª  Your chil d becomes withdrawn from the 
famil y.

Since so many sites these days have 
inappropr iate content , I checked the fil ter ing 
software possibi li t ies out t here. Most of them 
charge a fixed or a monthly fee (some qui te 
expensive) but , lo and behold, I think I ’ve 
found a free one! My buddy Gizmo from Tech 
Suppor t Aler t 
(www .t echsuppor t al er t .com) recommends 
BlueCoat ’s K9 Web Protect ion 
(www .k 9w ebpr ot ect i on .com ) as his top 
f r ee parental fil ter. Gizmo’s descript ion is as 
fol lows:

“K9 Web Protect ion is a web-based 
service that uses a special dr iver instal led on 
your PC to redirect al l your browsing through 
K9's servers where it is fi l tered for content . 
This means that t he fi l ter ing works for any 
browser instal led on your PC (I nternet 
Explorer, Firefox, AOL, etc.). The actual 
fi l ter ing i tsel f is highly customizable from a 
password protected control panel at K9's web 
si te with over 55 selectable categor ies plus 
the abili ty to rest r ict or permit individual 
si tes. Ful l repor ts on si tes visi ted are also 
avail able from the control panel. 

“The fi l ter ing seems quite accurate; I 
only found one site in an hour of browsing 
which I fel t should not have been blocked. I also 
l iked the opt ional blocking of Spyware and Adware 
si tes. I t r ied a few obvious ways of crippling the 

fi l ter such as uninstall ing the product or disabling 
the dr iver, wi th no success, which is comfor t ing to 
parents. (You have to know the password to 
uninstall i t .) I suspect t hough, that a determined 
tech-savvy teenager might eventual ly find a 
solut ion. The only real downside was the sl ight 
slowing down of my browsing as a result of i t being 
re-routed through the K9 servers. This wil l mainly 
be of concern to dial-up users.”

Install at ion is qui te simple. When you go to 
the download page, you register your name and email 
address. They wil l send you an email with the 
download l ink and a password to use dur ing 
instal lat ion. I bel ieve you can use the same password 
on more than one PC but they would li ke you to 
register a different name/emai l address/password for 
each family. Dur ing the first use, the software asks 
you for an administ rator password (don’t tell your 
kids!!!) so you can manage the set t ings in the control 
panel . The program works regardless of how many 
user accounts are set up on the PC. (The program icon 
doesn’t need to be copied/created on the other user 
accounts’ desktops, which would be a good thing 
anyway.)

The sign-on screen for the cont rol panel offers 
two opt ions, View Internet Act ivi ty and Setup Opt ions. 
Accessing either r equires administ rator password 
pr ivi leges. The screenshot below shows the Internet 

Act ivi t y Screen. I t gives you the category 
summary and general overview of the websi tes 
that have been visi ted from all users on that PC. 
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In Act ivi ty Detai l , i t will actual ly l ist t he individual si tes 
that were accessed. You can reset the counters after each 
t ime you look at t he stats or every month, etc., so the log 

fi le won’t become too large.
Below is a screenshot of the the Setup Opt ions area. 

The opt ions in this area are:
ª  Web Categor ies to Block – Sets the categor ies to block. I t 

offers several protect ion levels of fil ter ing, or you can make a 
custom fil ter ing level i f you wish.

ª  Websi te Except ions – Sets websites you always want t o block 
or al low. (Those are bypassed from being fi l tered.)

ª  Web Search Opt ions – Using Google SafeSearch wil l fil ter 
search results you get from Google. This will reduce the 
amount of adult mater ial that is returned when you search 
wi th Google.

ª  Time Rest r ict ions – All ows you to “turn on” or “turn off ” t he 

Internet at hal f-hour intervals throughout 
the whole week. You can drag/select more 
than one block at a t ime to make set t ing 
i t go a lot faster.

ª  Blocking Effects – Set other defaul t 
opt ions. I f speakers are turned on, you 
can enable the program to “bark out loud” 
to let a nearby parent know their k ids are 
t rying to go to inappropr iate si tes. Also, 
there is a set t ing where i f users go to too 
many blocked sites within a set t ime 
frame, i t will deny Internet access for a 
per iod of t ime. (Al l are adjustable by the 
administ rator.)

ª  URL Keywords – You can place words in a 
li st so i f that word shows up on a website, 
the page can be blocked, or the words on 
the site just won’t be shown when the 
page is displayed. (That wi ll probably not 
work for words embedded in a graphic on 
a web page.)

ª  Change Password – Di tt o…
There are two things you wi ll want to 

keep in mind. First , any block or not i ficat ion 
from the program on the user ’s display can 
be overr idden by an administ rator ’s 
password. I f i t is a quest ionable si te, you can 
overr ide i t for 15 minutes and then i t will go 
back to “blocked” status, or you can 
permanent ly permit i t t o be displayed. I f you 
t ry to access the Internet dur ing a t ime of 
the day when t ime rest r ict ions deny i t , you 
can enable a temporary overr ide for 15 
minutes with the administ rator ’s password. 
Second, i f you make any changes to any page 
in the Opt ions area, make sure you cl ick the 
“Save Changes” but ton on each menu or the 
changes won’t be saved. (I t will remind you 
of that i f you go to a different screen wi thout 
saving.)

Overal l , the parents whose computers 
I ’ve instal led this program on have been very 
pleased with the results. They have 
broadband connect ions and did not not ice 
any difference in their download speed. I f 
you li ke this program, please spread the 
word about K9 Web Protect ion to al l of your 
fr iends, parents, etc. who would benefi t from 
content fi l ter ing software.

This ar ticle comes to us from APCUG, 
the Association of Personal Computer User 
Groups, of which CMUG is a member . Mike 
Mi tchell is a board member and the 
newslett er edi tor for the Topeka (Kansas) PC 
Users Club; thei r websi te is at 
ww w.topek apcuser scl ub.or g. Mike can 
be reached via emai l at 
mi k e.mi t chel l @cox.net .
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0 LFURVRIW�: LQGRZV�9LVWD
by Mike Moore via APCUG

In many respects, Microsoft ’s dominance in the 
areas of Internet Browsers, Off ice Suites and of course 
Operat ing Systems is puzzli ng, at least in the past few 
years. Open Source software such as the free 
OpenOffice.org suite has come into i ts own and the latest 
Apple Macintosh computers are brought t o market with 
an operat ing system featur ing iron-clad Unix 
underpinnings and a cheeky market ing campaign 
designed to turn PC users away from Windows.

And yet , due to the sheer number of PCs out 
there with Microsoft branding, Windows st ill commands a 
stagger ing market share, in spite of no major upgrades to 
ei ther I nternet Explorer or Windows XP in 3 and 5 years, 
respect ively.

Microsoft ’s answer to the rapidly changing 
personal comput ing scene has been a complete rethinking 
of Windows from the ground up.

Vista, a new operat ing system due out around 
January of 2007 and now in beta test ing around the 
wor ld, seeks to redesign the way we use computers, 
par t icular ly Internet and media-enabled computers. 
Previously code-named “Longhorn,” t his release is about 
as far r emoved from XP as XP was from the old text -
based DOS operat ing systems.

Although Microsoft is st ill hard at work finalizing 
the features of this blockbuster operat ing system, you can 
look forward to these new features, which will i n most 
cases require a prett y beefy computer for suppor t :

Aer o
Aero is the name given to a new and visuall y 

stunning 3-D li ke graphical i nter face, which is curr ent ly 
known as the Desktop and Windows Explorer. In Vista, 
Microsoft int roduces the Desktop Window Manager that 
will feature new technologies for appli cat ion developers, 
t ransparent window effects, animat ions and fil e previews 
that all told will knock your socks off. See some of the 
previews of this inter face at ww w .m i cr osof t .com/ 
w i ndow svi st a.

The full set of Aero features will be avail able on 
computers that suppor t DirectX 9.0 and beefy video 
cards, so prepare to upgrade (and prepare to donate your 
exist ing computer to Gene Iglehar t !).

Secu r i t y
Microsoft has completely turned Internet secur i ty 

on i ts head in the new Vista vision, choosing to default a 
normal Windows user to a li mited access, virus-armored 
profil e, as opposed to the curr ent default of a normal user 
having unlimited r ights to the fil e system. Users that 
require more permissions on their accounts will have to 
make conscious (and hopeful ly wel l-informed) effor ts to 
undo the protect ion Vista has buil t in to each account .

Qu i ck S ear ch
Windows 2000 and XP reli ed on indexed search 

techniques that were effect ive to a point , at a cost of 
much hard dr ive overhead and a keyword-based search 
methodology. Vista takes this a giant step far ther and 
looks for both fil e content and something call ed meta-
data. This will i ncrease the relevancy of our searches for 
informat ion on our machines, and will also help integrate 
local hard dr ive searches with Internet searching.

For example, fil e name searches are often useless 
when looking in a directory of photographic image fi les 
where the digi tal camera has named them with non-
descript ive ser ial-number-l ike fil e names. Imagine 
describing a photograph to your computer and having i t 
go out and look for, say, a photo with a white church 
steeple, or a recorded song fil e that sounds l ike a tune 
you hum into a microphone. With Vista and other search 
engine companies li ke Google, we are poised at t he br ink 
of an explosion in searchabili ty – a good thing 
consider ing all of the informat ion that is out there!

Wi nFX
WinFX is an appli cat ions inter face that 

supersedes the Win32 standard int roduced in 1993. An 
Applicat ions Programming I nter face (API ) is a set of 
standards and l ibrary rout ines that serve to cont rol 
Windows – everything from the way appli cat ions are 
installed to all of the var ious standard ways in which a 
program can manipulate a window. The API is the way 
that many thousands of programs, hardware dr ivers and 
video games are able to communicate with Windows 
without Microsoft having to li cense the Windows 
operat ing secrets to each vendor. I f you think of each way 
in which a par t icular windows feature can be cont roll ed 
as being closed black box, the API standards are the 
knobs, butt ons and dials on that box. WinFX means that 
developers with designs for software that is to run under 
Vista need to be ready to study hard, because WinFX 
changes everything. The new API also means that we are 
bidding goodbye to our beloved DOS command li ne prett y 
much for good, running Vista.

As di fferent as WinFX is, i t should be thought of 
as a superset of Win32, which means that we won’t 
necessar il y have to buy all new software, at least not 
r ight away.

Windows XP is my favor i te operat ing system to 
date, and I predict that Microsoft will have to float some 
pret ty good deals, and computer vendors wil l need to 
pr ice sharply to get mainst ream users to upgrade. 
Computer exper imenters, those individuals that get 
reall y steamed when their cousin gets a faster computer 
than they have, will li kely upgrade immediately, and 
hopefull y BGAMUG will be able to refurbish what 
equipment they cast off in the quest for Vista!

This ar ticle comes to us from APCUG, the 
Association of Personal Computer User Groups, of which 
CMUG is a member. Mike Moore is president of the 
Bowl ing Green Area Microcomputer User Group in 
Kentucky (www.bgamug.com). He can be reached by 
emai l at webstar@hughes.net.
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by Mindi McDowel l via APCUG; produced by US-CERT 
(Uni ted States Computer Emergency Readiness Team)

When there are mul t iple people using your 
computer and/or you store sensit ive personal and 
work-related data on your computer, i t is especial ly 
impor tant to take ext ra secur i ty precaut ions.  

Why I sn 't “M or e” Bett er ?
Maybe there is an ext ra software program 

included with a program you bought . Or perhaps you 
found a free download onl ine. You may be tempted to 
instal l the programs just because you can, or because 
you think you might use them later. However, even i f 
the source and the software are legit imate, there may 
be hidden r isks. And i f other people use your 
computer, there are addit ional r isks.

These r isks become especial ly impor tant i f you 
use your computer to manage your personal finances 
(banking, taxes, onli ne bill payment , etc.), store 
sensit ive personal data, or per form work-related 
act ivi t ies away from the office. However, there are 
steps you can take to protect yourself.

How t o Pr ot ect Your Dat a
How can you protect both your personal and 

work-related data?
ª  Use and maintain ant i-virus software and a 

fi rewall . Protect yourself against viruses and Trojan 
horses that may steal or modify 
the data on your own computer 
and leave you vulnerable by 
using ant i -virus software and a 
fi rewall (see Understanding Ant i-
Virus Software and 
Understanding Firewall s for 
more informat ion: www .us-
cer t .gov/cas/t i ps/ST04-
005.h t m l  and www .us-cer t .gov /
cas/t i ps/ST04-004.h t m l ). Make 
sure to keep your virus 
defini t ions up to date. 

ª  Regular ly scan your computer for 
spyware. Spyware or adware 
hidden in software programs 
may affect t he per formance of 
your computer and give at tackers access to your 
data. Use a legit imate ant i -spyware program to 
scan your computer and remove any of these fil es 
(see Recognizing and Avoiding Spyware for more 
informat ion: www .us-cer t .gov / cas/ t i ps/ ST04-
016.h t m l ). 

ª  Keep software up to date. I nstall software patches 
so that at tackers cannot t ake advantage of known 
problems or vulnerabi l i t ies (see Understanding 
Patches for more informat ion: www .us-cer t .gov / 
cas/ t i ps/ ST04-006.h t m l ). Many operat ing 
systems offer automat ic updates. I f this opt ion is 

avai lable, you should turn i t on. 
ª  Evaluate your software's set t ings. The default 

set t ings of most software enable al l avai lable 
funct ionali t y. However, at tackers may be able to 
take advantage of this funct ionali t y to access your 
computer. I t is especial ly important to check the 
set t ings for software that connects to the Internet 
(browsers, email cli ents, etc.). Apply the highest 
level of secur i ty avail able that st i l l gives you the 
funct ionali t y you need. 

ª  Avoid unu sed software programs. Do not clut ter 
your computer with unn ecessary software 
programs. I f you have programs on your computer 
that you do not use, consider un install ing them. 

ª  Consider cr eat ing separate user accounts. I f there 
are other people using your computer, you may be 
worr ied that someone else may accidentall y access, 
modify, and/or delete your fil es. Most operat ing 
systems (including Windows XP, Mac OS X, and 
L inux) give you the opt ion of creat ing a different 
user account for each user, and you can set the 
amount of access and pr ivi leges for each account . 
You may also choose to have separate accounts for 
your work and personal purposes. While this 
approach wil l not completely isolate each area, i t 
does offer some addit ional protect ion. 

ª  Establi sh guideli nes for computer use. I f there are 
mul t iple people using your computer, especial ly 
chi ldren, make sure they understand how to use 
the computer and Internet safely. Set t ing 

boundar ies and guidel ines will 
help to protect your data (see 
Keeping Chi ldren Safe Onli ne for 
more informat ion: www .us-
cer t .gov/ cas/ t i ps/ ST05-
002.h t m l ). 
ª  Use passwords and encrypt 
sensit ive fil es. Passwords and 
other secur i ty features add layers 
of protect ion i f used appropr iately 
(see Choosing and Protect ing 
Passwords and Supplement ing 
Passwords for more informat ion: 
www .us-cer t .gov / cas/ t i ps/ 
ST04-002.h t m l  and www .us-
cer t .gov/ cas/ t i ps/ ST05-
012.h t m l ). By encrypt ing fi les, 

you ensure that unauthor ized people can't view 
data even i f they can physicall y access i t . You may 
also want t o consider opt ions for ful l disk 
encrypt ion, which prevents a thief from even 
star t ing your laptop without a passphrase. When 
you use encrypt ion, i t is impor tant t o remember 
your passwords and passphrases; i f you forget or 
lose them, you may lose your data. 

ª  Foll ow corporate pol icies for handl ing and stor ing 
work-related informat ion. I f you use your 
computer for work-related purposes, make 
sure to fol low any corporate poli cies for 
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handl ing and stor ing the informat ion. These 
pol icies were l ikely establ ished to protect 
propr ietary informat ion and customer data, as 

well as to protect you and the company from 
li abil i ty. 

ª  Dispose of sensit ive informat ion proper ly. Simply 
delet ing a fil e does not completely erase i t . To 
ensure that an att acker cannot access these fil es, 
make sure that you adequately erase sensit ive fil es 
(see Effect ively Erasing Fil es for more informat ion: 
www .us-cer t .gov / cas/ t i ps/ ST05-011.h t m l ). 

ª  Foll ow good secur i ty habits. Review other secur i ty 
t ips for ways to protect yourself and your data: 
www .us-cer t .gov / cas/ t i ps/. 

This ar ticle comes to us from APCUG, the 
Association of Personal Computer User Groups, of 
which CMUG is a member.  I t was produced by US-
CERT, a government organization. US-CERT is the 
Uni ted States Computer Emergency Readiness 
Team, par t of the U.S. Department of Homeland 
Secur i ty. Thei r websi te is at ww w.us-cer t .gov.

0 \� 6S\ ZDUH
by Sandy Berger via APCUG

Everyone has computer woes…even me. Last 
week my off ice computer slowed to a crawl when 
accessing anything on the office network or on the 
Internet . I t was so slow that I was anxious to begin 
t roubleshoot ing.

Since we had recent ly moved to a new office, 
the first suspect was the network cabl ing. I replaced 
cables on both ends and used my laptop to confirm 
that t he network was fine. I t was obvious that 
something in my computer was the problem. So the 
next order of business was to scan for vi ruses. Since I 
always use an up-to-date ant ivi rus program, keep my 
operat ing system patched, and don’t open un invi ted 
at tachments, I fel t m y computer was probably vi rus-
free. The virus scan confirmed that m y problem was 
caused by something other than a virus.

My next thought was that I probably had 
some spyware in my computer. These unwanted 
programs infi l t rate computers without the user ’s 
knowledge. They can wreak havoc with a computer. 
So I ran a spyware detect ion program named Ad-
Aware (www .adaw ar e.com). This is a free program 
that I have used for years with good results. This 
t ime, i t didn’t find anything. So I turned to another 
favor ite, Spybot Search and Destroy 
(www .spybot .com ). Another free program, Spybot 
has turned up much spyware in the past . Yet , even 
though I updated both of these programs before I 
scanned my computer, nei ther found any spyware.

Now I had a di lemma. Since I could not find 
the problem, my next step might have to be 
reformatt ing my hard dr ive and reinstal l ing al l the 

programs. I n t rying to avoid that t ime-consuming 
hassle, I decided to t ry one more spyware program. 
On my desktop I had two addi t ional free spyware 
tools that I downloaded for r eview but had never used 
before: AOL’s Automatic Spyware Protection (h tt p ://
daol .aol .com/ safet ycen t er / spyw ar e) and 
Microsoft ’s Window’s Defender  
(www .w i ndow sdefender .com ).

I decided to star t with the AOL program. The 
scan was faster than either Ad-Aware or Spybot , and 
it unear thed several pieces of spyware that were not 
detected by the previous programs. I cl icked the 
butt on that said “Eliminate Spyware” and my work 
was done. My computer was immediately back to 
normal.

I t ’s unbel ievable that I would have to use 
three programs to find the nasty spyware that was 
causing my problem, but t his is the si tuat ion in 
today’s spyware-infested computer wor ld. The bad 
guys are always t rying to stay one step ahead of the 
good guys and in some cases, they are obviously 
succeeding. 

I f you want t o add the AOL software to your 
arsenal of ant i -spyware tools, i t is a simple download 
at the AOL Safety and Secur i ty Center at h tt p ://
daol .aol .com/ safet ycen t er / spyw ar e. You will need 
to get a free AOL screen name before you download 
the software by enter ing your name, address, 
telephone, email , and date of bir th. Be careful to 
download only what you need. AOL wil l offer you 
virus protect ion, a firewall , and an emai l program in 
addi t ion to the spyware software. These may or may 
not be valuable to you. 

I did check out t he free AOL Active Vi rus 
Shield software, which you can download at 
www .act i vev i r ussh i el d .com . This program is 
powered by Kaspersky Lab, one of the largest ant i -
virus providers, and has garnered good reviews. I t is 
an excellent choice i f you are looking for a free ant i -
virus program. AOL’s free email program, however, 
is probably not as good as the emai l program you are 
already using. 

Since my spyware detect ion encounter, I have 
also t r ied the Microsoft Window’s Defender ant i -
spyware program and I l iked i t as wel l . A year ago, I 
would have scoffed at anyone using more than one or 
two ant i -spyware programs, but perhaps in today’s 
computer environment , i t ’s not overki l l to have four 
ant i -spyware programs!

This ar ticle comes to us from APCUG, the 
Association of Personal Computer User Groups, of 
which CMUG is a member .  Sandy Berger is “The 
Compu-KISS® Lady,” a consumer advocate who 
works wi th hardware and software developers to help 
them make thei r products more user-fr iend ly. 
Her websi te is at www .compuk i ss.com.
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Internet TV, and FM HD radio.
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The CMUG Megaphone is t he official newslett er of t he Cent ral Maryland 
Users Group (CM UG). Ar t icles are copyr ight © 2006 by thei r r espect ive 
authors, except where noted, and all r ight s are reserved. For r epr int 
permission, please contact t he edi t or .

General meet ings are held t he t hi r d Wednesday of every month at 
7:30 pm at t he Florence Bain Senior Center , near t he Harpers 
Choice Vi l lage Center in Columbia MD. The number t here is 
410-313-7213.

Membership in the user group is curr ent l y $30 (cheap!). 
Membership includes a monthly subscript ion t o the CMUG 
Megaphone, a membership di rectory, ful l access pr ivil eges to t he 
Websi t e, and drawings for fr ee and review software at meet ings.
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